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Plan of the talk

ÅIntroduction: Quantum light

ÅA Source Independent Quantum Random Number Generator (QRNG)

ÅGenerating multimode quantum resources with spectral pump 
shaping
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Introduction

ÅClassical versus quantum light.
ÅClassical

ÅQuantum
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Quantum Light
Vacuum fluctuation and squeezing
Multimode states 
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Heisenberg uncertainty relation:

ÅThe quadratures

Continuous variables
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ÅHow do we measure the quadraturesin practice:

-> Homodyne detection
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ÅVacuum field

ÅSqueezed vacuum
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ÅQuadrature squeezed 
below shot-noise limit

ÅApplications
ÅGeneration of entangled 

EPR state for quantum 
communication
ÅQuantum Information 

Processing
ÅQuantum metrology, such 

as gravitational wave 
sensing [1, 2]

[1] Acernese, F., et al. "Increasing the astrophysical reach of the advanced 
Virgo detector via the application of squeezed vacuum states of light." 
Physical Review Letters 123.23 (2019): 231108.
[2[Tse, M., et al. "Quantum-enhanced advanced LIGO detectors in the era of 
gravitational-wave astronomy." 
Physical Review Letters 123.23 (2019): 231107.

Ball, Philip. "Focus: Squeezing More from Gravitational-Wave Detectors." Physics12 (2019): 139.
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Plan of the talk

ÅIntroduction: Quantum light

ÅA Source Independent Quantum Random Number Generator (QRNG)

ÅGenerating multimode quantum resources with spectral pump 
shaping

Vacuum fluctuations, squeezed states
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ÅWhat are random number useful for ? 

ÅEncryption, secure communicationsÅComputer simulations 

Jonas Dehning et al. Science 2020;369:eabb9789

Requirements:
1.ά¢Ǌǳƭȅ ǊŀƴŘƻƳέ -> Independent, Uniform
2.ά{ŜŎǳǊŜέ -> Unpredictable
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(Quantum random number generator)
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ÅHow to produce random numbers ?

-> Algorithmically
ÅDigits of 
“ оΦмпмрфнсроруфтфоноупснспооуонтфр

ÅὨ τ Ὠ ρϷω
στψφχςπρυστψφχςπρυστψφχςπρυστψφχς

Pseudo Random
Number Generators

Reproducible
No 

hardware cost
Fast Deterministic => secure
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ÅHow to produce random numbers ?

-Ҕ CǊƻƳ ŀ άƴŀǘǳǊŀƭƭȅ ǊŀƴŘƻƳέ ǇƘŜƴƻƳŜƴŀΥ

ÅClassical RNG 

ÅQuantum RNG:
Statistically 
perfect source 
of 0s and 1s.

Predictable in principle, security 
relies on the trust in the model.

Fundamental unpredictability
.ƻǊƴΩǎrule

11

Motivation & context
Source independent protocol
Results

QRNG
(Quantum random number generator)



12

Motivation & context
Source independent protocol
Results

QRNG
(Quantum random number generator)



ȿἃπ

13

Motivation & context
Source independent protocol
Results

QRNG
(Quantum random number generator)



ȿἃρ 14

Motivation & context
Source independent protocol
Results

QRNG
(Quantum random number generator)



0

1 50 %

50 %

ȿἃ ȿἃπ ȿἃρ Ⱦς
ȿἃπ

ȿἃρ 15

Motivation & context
Source independent protocol
Results

QRNG
(Quantum random number generator)



Source independent
[5, 6] 

[1] Symulet al. (2011). Applied Physics Letters, 98(23), 231103.
[2] Abellánet al. (2019). Optics express22.2: 1645-1654
[3] Liu et al. (2018). Physical review letters, 120(1), 010503.
[4] Bierhorstet al. (2018). Nature, 556(7700), 223-226.
[5] Lunghiet al. (2015). Physical review letters, 114(15), 150501. 
[6] Marangonet al. (2017). Physical review letters, 118(6), 060503.
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Security/ Paranoia level 16
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QRNG
(Quantum random number generator)

Trusted device
[1, 2] 

Device 
independent

[3, 4] 
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Source
of 

randomness

ÅDiscrete Variable QRNG

ÅContinuous variable QRNG

Ƕᶿ‌ ήÃÏÓ— ǶὴÓÉÎ—

ὗ , ὖ
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“
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—

local 
oscillator



ÅSource independent QRNG

Discrete Variables Continuous Variables

ά¦ƴǎŀŦŜέ
mixed source

50%/50% 50%/50%

ά{ŀŦŜέ
Pure quantum 

source
50%/50% 100%/0%

ὗ ὖ όάŎƘŜŎƪέύ

ὗ ὖ όάŎƘŜŎƪέύ
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ÅHow to quantify the randomness amount ?

ÅVariance is not enough

ÅRelevant quantity is the Min-entropy:

Ὄ ὗ ÌÏÇÍÁØὴὶέὦὥή

ÅWhen source is untrusted; conditional min-entropy [1]: 
Ὄ ὗȿὉ ÌÏÇὴὶέὦὥ

[1] R. Konig, R. Renner, and C. Schaffner, The operational meaning of min- and max-entropy, IEEE Trans. Inf. Theory

55, 4337 (2009).
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ÅThe entropic uncertainty principle:

Ὄ ὗὉ Ὄ ὖ ÌÏÇὧɿήȟɿὴ Ὄ ὖ ςÌÏÇВ ὴὶέὦὥὴ

ᵼὌ ὗὉ Ὄ ὖ Ḱ Ὄ ὖ ÌÏÇὧɿήȟɿὴ

ÅάǳƴǎŀŦŜέ ǎǘŀǘŜΥ ÅάǎŀŦŜέ ǎǘŀǘŜΥ

ÅHigher Ὄ ὗὉÅLow Ὄ ὗὉ
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ὗ

ὖ(check)

ÅὌ ὗ Åsame Ὄ ὗ

ὗ

ὖ(check)
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Side Information

Eve

Alice

ὗ

POVM

ὖ

POVM
Ὄ ὗὉ

Raw
Numbers

Extraction Secure
Numbers

Assumptions:
üTrusted measurement device (untrusted classical noise)

üI.I.D. and bounded source (untrusted)
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entropyὌ ὗ

Side information

Bound on conditionalmin-

entropy Ὄ ὗ Ὁ
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(Quantum random number generator)

Our QRNG successfully detects an 
untrustworthy source



27

Motivation & context
Source independent protocol
Results

QRNG
(Quantum random number generator)



28

Motivation & context
Source independent protocol
Results

QRNG
(Quantum random number generator)

When the source is trustworthy,
the bit-rate increases



ÅConclusion
ÅWe demonstrated a real-time, self-testing QRNG based on non-classical light.

First QRNG based on squeezed light. 

ÅWe tested the QRNG with different sourcesto validate the source 
independent protocol

ÅTypical rate ~10kb/s

ÅPerspective
ÅFrom proof of principle to high speed QRNG

ÅUse squeezed source for other device independent protocol

Real-Time Source-Independent Quantum Random-Number Generator 
with Squeezed States
Thibault Michel, J.Y. Haw, D. G. Marangon, O. Thearle, 
G. Vallone, P. Villoresi, P. K. Lam, S.M. Assad

PhysRevApplied.12.034017 29
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https://link.aps.org/doi/10.1103/PhysRevApplied.12.034017
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ÅA Quantum Random Number Generator (QRNG)

ÅGenerating multimode quantum resources with spectral pump 
shaping

Vacuum fluctuations, squeezed states

Notion of mode, entanglement
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ÅFemtosecond laser:
Å100 fs pulses

Å76 MHz repetition rate

ÅHigh peak intensity ~MW

Ὁὸ ήÃÏÓ‫ὸ ǶὴÓÉÎ‫ὸ
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ÅMode basis change
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ÅHG mode basis ÅFrexelbasis
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ÅCV Entanglement
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Pump shaping 
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SPOPO and pump shaping
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Results - experiment

ÅSPOPO output is a multimode 
Gaussian state

Fully characterized by its 
quadraturessecond moments 
(covariance matrix)

ή

ήή



40

Pump shaping 
optimization

SPOPO and pump shaping
Results - simulation
Results - experiment

ÅSPOPO output is a multimode Gaussian state
Cǳƭƭȅ ŎƘŀǊŀŎǘŜǊƛȊŜŘ ōȅ ƛǘΩǎ quadraturessecond moments (covariance matrix)
-> In any basis
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SPOPO

ÅMeasuring the covariance matrix:
Multipixel Homodyne detection
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